Int. J. Appl. Math. Comput. Sci., 2026, Vol. 36, No. 2, 267-280
DOI: 10.61822/amcs-2026-0018

1. Introduction

AN IMPROVED CHACHA ALGORITHM BASED ON QUANTUM
RANDOM NUMBERS

CHAO LIU®, SHUAI ZHAO " %* CHENHAO JIA®, GENGRAN HU®° | TINGTING CUI*°

“School of Cyberspace
Hangzhou Dianzi University
Hangzhou, Zhejiang, 310018, China
e-mail: 'zhaoshuai@hdu.edu.cn

¥ Pinghu Digital Technology Innovation Institute Co., Ltd.
Hangzhou Dianzi University
Jiaxing, Zhejiang, 314299, China

©Zhejiang Provincial Key Laboratory of Sensitive Data Security and Confidentiality Governance
Hangzhou, Zhejiang, 310018, China

Due to the merits of high efficiency and strong security against timing and side-channel attacks, ChaCha has been widely
applied in real-time communication and data streaming scenarios. However, with the rapid development of Al-assisted
cryptanalysis and quantum computing technologies, there are serious challenges to secure implementation of the ChaCha
cipher. To further strengthen its security, we propose an improved variant based on quantum random numbers, i.e., quantum
random number enhanced ChaCha (QRE-ChaCha). Specifically, the design XORs the initial constants with quantum ran-
dom numbers and periodically injects the latter into selected state words during odd rounds to enhance diffusion. Compared
with the original ChaCha, the present variant shows stronger resistance to differential attacks and generates a keystream
with statistical randomness, thereby offering increased robustness against both classical and quantum attacks. To evaluate
the security and performance of the present ChaCha, our analysis proceeds in three main parts. Firstly, we analyze its
theoretical security in terms of quantum randomness and attack testing, and conduct differential cryptanalysis with an auto-
mated search method based on the Boolean satisfiability problem (SAT). Secondly, we subject the keystream generated by
the cipher to randomness tests using the NIST Statistical Test Suite and the GM/T 0005-2021 randomness testing standard.
Finally, we assess its encryption and decryption performance by measuring the encryption speed on files of various sizes.
According to the results, the new ChaCha is significantly improved to resist differential attacks while maintaining the high
efficiency of the original ChaCha cipher, and its keystream successfully passes statistical randomness tests using the NIST
and GM/T 0005-2021 standards, meeting cryptographic application requirements.

Keywords: stream cipher, ChaCha, quantum random numbers, QRE-ChaCha.

Al-assisted cryptanalysis techniques have achieved
significant progress, the security of conventional

With the rapid development of information technology,
the demand for data security has significantly increased,
particularly in modern communication and storage
systems. Among the various cryptographic algorithms,
ChaCha has been widely adopted in critical protocols,
such as Transport Layer Security (TLS) (Langley
et al., 2016), due to its exceptional speed and robust
security design, securing vast amounts of data in transit
and at rest. However, as quantum technologies and
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cryptographic schemes, including ChaCha, faces more
severe challenges. In response to these, prominence
has been obtained in two major research directions:
post-quantum cryptography (Bennett and Brassard,
2014; Pirandola et al., 2020; Portmann and Renner,
2022; Li et al., 2023; Renner, 2008; Lo et al., 2005;
2012; Acin et al., 2007), which focuses on developing
new algorithms based on mathematical problems
that are conjectured to be intractable for quantum
computers, and quantum cryptography (Bennett and
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Brassard, 2014; Pirandola er al., 2020; Portmann
and Renner, 2022; Li et al., 2023; Renner, 2008; Lo
et al., 2005; Acin et al., 2007; Lo et al., 2012), which
is rooted in quantum physical principles. Nevertheless,
both approaches have significant limitations in enhancing
existing symmetric ciphers: post-quantum cryptography
research is largely concerned with asymmetric
cryptosystems, while in quantum cryptography the
large-scale deployment of quantum key distribution
(QKD) is currently impeded by technological and
infrastructural constraints, despite ongoing research
efforts to improve network efficiency through advanced
routing optimizations (Szczepanik and Niemiec, 2025).

Due to the inherent uncertainty in quantum physics,
quantum random numbers possess intrinsic randomness,
which is an important branch of quantum cryptography
research, and also one of the quantum technologies with
mature applications at present. To enhance the security
of classical cryptographic algorithms, it has been highly
motivated to combine quantum random numbers with
classical cryptographic protocols (Li et al., 2023), which
on the one hand can extend the application scenarios of
quantum random number generators, and on the other
improve the security of classical cryptographic protocols.
In this work, we draw on a similar idea to enhance the
algorithm by applying quantum random numbers to the
ChaCha stream cipher.

The security of that cipher relies heavily on the
quality of its inputs, specifically the seed key and the
nonce. In real-world implementations, these inputs
are often generated by deterministic algorithms or
classical physical noise sources. As noted in recent
studies on quantum randomness (Li et al., 2023),
relying on deterministic functions, such as hash ones or
pseudo-random number generators (PRNGs), to simulate
randomness creates a gap between theoretical security
models and physical reality. These deterministic outputs
lack intrinsic randomness (Dhara er al., 2014) and
can potentially be predicted if the internal state is
compromised or reset, leading to catastrophic failures like
nonce reuse.

Unlike classical noise sources, which are governed
by deterministic classical physics, quantum random
number generators (QRNGs) rely on the intrinsic
probabilistic nature of quantum mechanics, providing
provable randomness and intrinsic unpredictability.
Recent breakthroughs have further demonstrated the
capability to generate traceable and certified randomness
even in complex environments (Kavuri et al., 2025).
QRNGs have no internal state to reset and no cycle to
repeat. Each generated bit is an independent event. By
using a high-entropy QRNG to generate the nonce, the
selection is drawn from a space with true uniformity, and
the probability of a collision due to physical randomness
is cryptographically negligible. Therefore, using QRNGs
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Fig. 1. QRE-ChaCha: an integration scheme of quantum ran-
dom numbers with a classical cipher. SPD: the single-
photon detector, PBS: the polarization beam splitter, RF:
the round function.

to enhance existing symmetric ciphers offers a practical
and immediate security upgrade.

As illustrated in Fig. [II we propose an improved
ChaCha cipher based on quantum random numbers that
significantly improves its security while maintaining the
original cipher’s high performance. Unlike previous
optimizations that focus on modifying the arithmetic
round function, our approach injects intrinsic quantum
entropy directly into the cipher’s state. The proposed
scheme increases the randomness and cryptanalytic
resistance of the round function, strengthens the security
of the generated keystream, and enhances the cipher’s
resilience against differential cryptanalysis and the
resistance of its seeds to quantum attacks. The main
contributions of this work are summarized as follows:

1. To overcome the deterministic nature of classical
inputs and enhance resistance against differential
cryptanalysis, we propose a quantum random
number enhanced stream cipher, QRE-ChaCha,
which improves the security of the traditional
ChaCha cipher by intermittently injecting quantum
random numbers into the initial seed and its round
function. Specifically, for the initial state matrix,
quantum random numbers are XORed with the initial
constants; for the intermediate state matrix produced
by odd-numbered rounds, quantum random numbers
are selectively XORed with specific positions to
enhance diffusion. The quantum random numbers
are generated through physical processes based on
the principles of quantum mechanics, providing true
randomness and unpredictability, which significantly
strengthens the cipher’s resistance to cryptanalytic
attacks.

2. To evaluate the security of the QRE-ChaCha
cipher against differential cryptanalysis, we
employed an automated search method based
on the Boolean satisfiability problem (SAT).
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According to the results in Fig. Bl QRE-ChaCha
achieves better differential probabilities for both
2-round and 3-round configurations compared to
the original ChaCha, indicating improved resistance
to differential attacks. In addition, we conducted
statistical randomness tests on the generated
keystream using the NIST Statistical Test Suite and
the Chinese national standard GM/T 0005-2021
for randomness evaluation. The results show that
the keystreams generated by QRE-ChaCha passed
both sets of tests, demonstrating compliance with
cryptographic standards.

3. To evaluate the performance of the QRE-ChaCha
cipher, we measured its encryption and decryption
speeds and compared them with those of the original
ChaCha cipher. The purpose of this test was to
examine whether the enhanced security features of
QRE-ChaCha lead to any significant performance
degradation. According to the results, when the time
overhead of quantum random number generation
is excluded, since the random numbers can be
pre-stored in the memory, as shown in Fig. 2l the
encryption and decryption speeds of QRE-ChaCha
are nearly identical to those of ChaCha.

4. Beyond its role as a cipher enhancement, the
proposed QRE-ChaCha scheme can also be regarded
as a quantum randomness expansion scheme,
which utilizes a limited set of quantum random
seeds to generate a significantly larger volume
of cryptographically secure randomness through
iterative encryption rounds.

The remainder of this paper is organized as follows.
In Section 2] we provide a brief overview of related
work and recent advances in the study of ChaCha and
quantum random numbers. To support the proposed
design, we introduce the necessary preliminaries in
Section In Section @ we detail the QRE-ChaCha
enhancement scheme. In Section[3] to analyze the security
of QRE-ChaCha, we describe its theoretical properties
and present the results of our differential cryptanalysis.
In Section[6] we present the methodology and results of
randomness testing. A performance evaluation is then
provided in Section[7l Finally, we conclude this work in
Section[8]

2. Related work

2.1. Quantum random number genera-
tion. Randomness is a foundational resource in
cryptography. Unlike classical PRNGs, which
are deterministic and computationally bounded,
QRNGs exploit the fundamental indeterminacy of
quantum physics to provide intrinsic unpredictability

(Mannalatha et  al., 2023; Herrero-Collantes
and Garcia-Escartin, 2017). To mitigate trust
issues in hardware, research has evolved toward
device-independent (DI) and semi-device-independent
(SDI) models (Ma et al., 2016), which guarantee
randomness even with untrusted components. Recent
breakthroughs have further extended these concepts
to quantum networks and practical certifications. For
instance, Zhao et al. (2026) proposed optimal protocols
for certifying DI randomness in quantum networks, while
Kavuri et al. (2025) demonstrated traceable random
numbers derived from non-local quantum advantages,
reinforcing the rigorous validation of physical entropy
sources.

In terms of integrating these quantum sources into
practical cryptographic systems, lavich et al. (2020;
2021) developed hybrid QRNGs combining photon arrival
times with classical post-processing to balance speed and
entropy for cryptographic use. Stipcevic (2012) further
emphasized the necessity for QRNGs in secure systems
by comparing them with oscillator-based RNGs. Beyond
hardware, alternative approaches like pseudo-quantum
generators based on permutation pads (Kuang et al., 2021)
and cloud-based quantum randomness services (Huang
et al., 2021) have been proposed to widen accessibility.

It is worth noting that, in 2023, Li ef al. proposed
an enhanced zero-knowledge proof scheme based
on device-independent quantum randomness, further
demonstrating the feasibility of integrating quantum
random numbers with classical cryptographic protocols.
In their work, a quantum solution was introduced in the
form of a quantum randomness service, which generates
random numbers via loophole-free Bell tests and transmits
them using post-quantum cryptographic authentication,
thereby improving the overall security of the protocol.
Inspired by similar principles, the present study introduces
quantum random numbers into the round function of the
ChaCha cipher to enhance its security, leading to the
design of QRE-ChaCha.

2.2. ChaCha cipher. Since its design by Bernstein
(2008), ChaCha has effectively replaced Salsa20 in
many high-performance scenarios. Consequently, it has
been subjected to extensive security analysis. Early
evaluations focused on implementation security, including
side-channel resistance (Najm et al., 2018), fault attacks
(Kumar et al., 2017), and authenticated encryption
security in multi-user settings (Procter, 2014; Degabriele
et al., 2021), confirming its robustness relative to the
Advanced Encryption Standard (AES) (Centellas Claros
et al., 2022) and its rotational properties (Barbero et al.,
2023).

The primary cryptanalytic threat to ChaCha remains
differential cryptanalysis. Since the introduction
of probabilistic neutral bits (PNBs) by Aumasson
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et al. (2008), attack techniques have rapidly evolved.
Subsequent researchers improved key-recovery methods
using high-probability differential paths (Shi et al.,
2013; Choudhuri and Maitra, 2016) and refined PNB
attacks (Deepthi and Singh, 2018). Later advancements
include optimized mask selection using MILP (Bellini
et al., 2023) and higher-order differential-linear attacks
(Ghafoori and Miyaji, 2024), which have progressively
reduced the security margin of reduced-round variants.

To counter these threats, several structural
optimizations have been set forth. For example,
Mahdi et al. (2021) proposed the so-called Super ChaCha
by modifying rotation processes to resist cryptanalysis,
while others have tailored ChaCha for IoT constraints
(Jain et al., 2022), lightweight video encryption (Maolood
et al., 2022), or structural enhancements like EChaCha20
(Kebande, 2023). However, most existing improvements,
such as ARX operations, focus on modifying the
arithmetic round function. Few approaches address
the fundamental deterministic nature of the initial state
generation, leaving the cipher vulnerable if the seed
entropy is compromised, which is a gap this work aims to
fill.

3. Preliminaries

To facilitate understanding, we first summarize the
relevant notational conventions in Table [ followed by a
concise overview of the ChaCha state structure required
for our proposed scheme.

ChaCha is an ARX-based stream cipher operating
on a 512-bit internal state. The state is organized as a
4 x 4 matrix of 32-bit words. The initial state X (%) is
composed of 128 bits of constants (cg . ..cs3), a 256-bit
key (ko ... ky), a 32-bit counter (¢y), and a 96-bit nonce
(vg .. .v2), arranged as follows:

L0 0 0

o o iy
X = I?O) x?O) x?O) IZO)
T T BT
L2 T13 L4 L35 (1
Cp €1 C2 C3
| ko k1 ko ks
ky ks ke Ky

to vo v1 12

The cipher evolves this state through R rounds (typically
20). Each round applies the quarter-round function to
all 16 words, mixing them via modular addition, XOR,
and rotation operations. To avoid redundancy with the
standard literature, we omit the detailed arithmetic steps
of the quarter-round function here and refer readers to the
work of Bernstein (2008) for the specific ARX sequences.

Table 1. Notational conventions.

Symbol | Definition

X 4 x 4 ChaCha matrix composed of 16 words
X () | Initial state matrix of ChaCha/QRE-ChaCha
X ()| Matrix after R rounds

x By | Modular addition (x +y mod 23?)
2By | Modular subtraction (z —y mod 23?)
x @y | Bitwise XOR

r < n | Leftrotation by n bits

Az XOR difference

After R rounds of mixing, the final 512-bit
pseudorandom keystream block Z is generated by adding
the final state X (") to the initial state X (*) word-wise:

Z=Xx0 4 x, )

This keystream is then XORed with the plaintext to
produce the ciphertext.

4. Quantum random number enhanced
ChaCha

In order to strengthen the security of the original
ChaCha cipher by introducing true randomness, the
proposed quantum random number enhanced ChaCha
(QRE-ChaCha) modifies the round transformation
mechanism. Specifically, quantum random numbers are
first XORed with the constant words in the initial state
matrix. Then, after each odd-numbered round, additional
quantum random numbers are XORed into the first 128
bits of the intermediate state matrix.

The quantum random numbers used in our scheme
are derived from a QRNG based on the principles
of quantum optics, specifically the measurement of
vacuum fluctuations or single-photon arrival times.
Unlike classical thermal noise, which is theoretically
deterministic if environmental variables are known, the
outcome of a quantum measurement is intrinsically
unpredictable as dictated by the axioms of quantum
mechanics. As discussed by Dhara et al. (2014), this
intrinsic nature ensures that the observed randomness
is not merely a lack of information but a fundamental
physical property. This property ensures that even if the
internal state of the classical computer is compromised,
the future output of the QRNG remains unpredictable.

A direct query to a hardware QRNG for every
round operation would introduce significant latency. To
mitigate this, we adopt a buffered integration strategy.
Quantum random numbers are pre-fetched and stored
in a secure, protected memory buffer. The encryption
algorithm accesses this buffer via direct memory mapping,
ensuring that the throughput of QRE-ChaCha is limited
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Algorithm 1. QRE-ChaCha.
Input: Input parameters Matrix X, Rounds R, QRN @)
Output: Output Keystream Z

I: forr=0to R —1do

2:  if r is odd then
. (r1) . (r+1) . (r+1)
3: (zg 7, 4 » Tg

QR 2,0, o)

(T+1))

" (@ (r+1)  (r+1) (r+1) (r+1))

. Ty » Ly )
eQR(a:Y),xg), (T) (T))

. (xgr+1)’xér+1) x%ﬂ),x(rﬂ))
— QR(zy), g ol al))

6 (xgr+1)’x$r+1) xgqqtl)?x(rqtl))
< QR &l )

7. end if

8:  if r is even then

o (@l ad,al)

(@2t e 2 e (@)t a7
0: (@ 6r+1)’xér+1) x%ﬂ)? (r+1))

<_<Q+}1z>( (< +316>é T) ’<$§)1)>’ w%’ )lm
11 (z 76T xywyy )

« QR(}" ,wé”,x?;%w%z’)

12: ( (r-‘rl)’ (7r+1) (r+1) (r+1))
© QREY, 20 ) 20
. (r+1) (r+1) (r+1) (r+1)
13: (z3 ", 4 y T Ty, )
— QR(IQS 7xz(lr)7 Igr)v xgzl))
14:  endif
15: end for

16: return Z = X () 4 x ()

only by the CPU’s arithmetic speed, not by the generation
rate of the QRNG device. As illustrated in Fig. 2]
the quantum random number generator produces truly
random bits and stores them in a quantum random number
memory module, which is subsequently accessed by the
QRE-ChaCha cipher. It is worth noting that, since this
work focuses solely on the optimization of the ChaCha
cipher, the quantum random number generation process
itself is not illustrated in detail in Fig.[2] as it merely serves
as a service module invoked by the algorithm and can be
pre-stored in the memory module.

The detailed optimization strategy of QRE-ChaCha
is summarized as follows:

e For the initial state matrix, QRE-ChaCha replaces
the 128-bit (4-word) constant (cg, ¢1, ¢2, ¢3) with the
bitwise XOR of this constant and a 128-bit quantum
random number ¢, while the remaining parts use a
256-bit (8-word) secret key, a 96-bit (3-word) nonce,
and a 32-bit counter as input, as shown in Eqn. (),
where ¢ denotes the quantum random number:

6amcs
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* For each odd-numbered round of the quarter-round
(QR) function, QRE-ChaCha modifies the input
state matrix (i.e., the output state matrix of the
preceding even-numbered round) by XORing the
first four words (27, ("™ 20 207V with

four quantum random words of the same length

((()T 1), i ), g*l),qgul)), and then replacing

the original words with the resulting values. This

operation enhances the diffusion and randomness of

the round function, as shown in Eqn. ). Here, r

starts from 0, so X (") refers to the input state matrix

of an odd-numbered round when 7 is even:

(T)
(T)
(r) (T) (r)y ()
(r) (T) (r)y (1)

Tig T13 T4 L5
(r) @ q(r) wgr) @ q!
2" ()

X (r=even) _

— 2 Ty
= 2 20 @
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v @ay” i @qf)
7
IIO X
2 20

The complete QRE-ChaCha is described as Algorithm [l
In addition, to ensure the injected quantum
randomness effectively propagates across the entire state
matrix, we assume that the difference of the quantum
random numbers is not equal to the difference of the
corresponding input word to the quarter-round function,

Aq” # Aa),

where ¢ = 0,1,2,3, r denotes the r-th round of the
QRE-ChaCha cipher and x( ") represents the first input
word of the quarter-round function. This constraint is an
integral part of the algorithm design.
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Fig. 2. Overall process of the 20-round QRE-ChaCha cipher.

Without loss of generality, it is important to note
that the quantum random numbers used in the cipher are
assumed to be confidential to adversaries. The distribution
method of these quantum random numbers is not specified
in this work. In practice, to ensure the security of
quantum random number transmission, a recommended
approach is to adopt the method used in the work of
Li et al. (2023), where the generated random numbers
are authenticated using a post-quantum cryptographic
(PQC) signature scheme. For the 20-round version of
the algorithm, a total of 1280 bits of random numbers
need to be distributed to the user through a PQC scheme
during the establishment of the secure communication
channel. Such an overhead is affordable for PQC. For
instance, the public key length of the CRYSTALS-Kyber
(ML-KEM) algorithm is 6400 bits for the lowest security
level (Kyber512) (NIST, 2024). This approach provides a
certain level of resistance against quantum attacks during
the distribution process.

5. Security analysis

5.1. Quantum randomness analysis. The design
of QRE-ChaCha is inspired by the non-interactive
zero-knowledge proof (NIZKP) protocol based on
device-independent quantum randomness, as proposed
by Li et al. (2023). In this work, the security of classical
cryptographic schemes is improved by leveraging
the intrinsic unpredictability of quantum-generated
randomness. Similarly, we incorporate quantum random
numbers into the ChaCha cipher to strengthen its
cryptographic security.

Quantum random numbers are generated based on
fundamental principles of quantum mechanics, which
are inherently unpredictable and truly random. In

contrast, conventional cryptographic systems typically
rely on pseudorandom number generators (PRNGs).
Although PRNGs can produce uniformly distributed
outputs, they are fundamentally deterministic and lack
intrinsic randomness. This distinction is critical, since,
as Dhara et al. (2014) argued, observed randomness does
not necessarily imply full intrinsic randomness unless
certified by quantum non-locality or similar physical
principles. Moreover, as pointed out by Herrero-Collantes
and Garcia-Escartin (2017), uniformity alone is far
from sufficient in modern cryptographic applications.
Random numbers are now expected to satisfy at least two
additional properties: unpredictability (forward security)
and backward security. Since PRNGs are inherently
deterministic, they cannot provide true randomness and
thus may fall short in satisfying these essential security
requirements.

For quantum random numbers, their true randomness
originates from quantum processes that disrupt coherent
superposition states (Ma et al., 2016). In the most widely
used practical QRNGs based on photonic systems, a
single photon can carry one quantum bit (qubit), which
may be viewed as a linear superposition of the classical
bit values 0 and 1, expressed as (|0) + |1))/v/2. Upon
measurement, the qubit collapses into either O or 1 with
equal probability (50%), thus producing a genuinely
random binary outcome. In practical implementations,
as the example shown in the QRNG part of Fig. [T
the photon is initially prepared in a superposition of
horizontal (H) and vertical (V) polarization states, denoted
as (|H) +|V))/v/2. A polarization beam splitter (PBS) is
used to transmit horizontally polarized photons and reflect
vertically polarized ones. Two single-photon detectors
(SPDs), positioned at the output ports of the PBS, are
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used to measure the outcome. This configuration enables
the generation of random bits with theoretically perfect
randomness, where the unpredictability is fundamentally
guaranteed by the laws of quantum physics.

This intrinsic unpredictability is particularly critical
for preventing nonce reuse attacks, a major vulnerability
in stream ciphers like ChaCha. As summarized
by Henry (2024), QRNGs produce truly random and
non-reproducible values, making it computationally
infeasible to predict future outputs based on past values.
In contrast, PRNGs generate sequences based on an
initial seed; if the seed is weak or reused, or the system
state is reset, the nonce sequence repeats, rendering
the cipher insecure. By deriving the nonce or initial
injection from a QRNG, the probability of a collision is
physically negligible (approaching 27128), independent
of the computational state.  Furthermore, QRNGs
use quantum entropy sources, where any attempt to
probe or tamper with the system inherently disturbs
the quantum state, thus making such attacks detectable.
Recent experimental demonstrations, such as the traceable
randomness generation by Kavuri et al. (2025), have
shown that it is possible to verify the origin and quality of
randomness even in complex setups. It is also important
to note that while quantum sources provide intrinsic
entropy, practical implementations utilize post-processing
algorithms and real-time health monitoring to filter out
potential biases or statistical anomalies, ensuring the
output strictly conforms to a uniform distribution.

Therefore, the true randomness provided by
QRNGs significantly enhances the strength of
cryptographic keys, reduces the effectiveness of
statistical attacks and cryptanalysis that exploit key
generation patterns, and adds an extra layer of security
to cryptographic systems. Additionally, as shown by
Pandey and Jenef (2024), QRNGs demonstrate substantial
advantages in randomness, uniformity, and resistance
to correlation-based attacks through comprehensive
statistical evaluations, including the NIST, Diehard, and
ENT test suites, particularly in scenarios requiring high
bit-rate random number generation.

In summary, by integrating quantum random
numbers into both the seed initialization and the
round function, QRE-ChaCha leverages the intrinsic
unpredictability and high entropy of quantum
randomness. This design not only improves the statistical
quality of the generated keystreams, but also enhances
the cipher’s robustness against differential cryptanalysis
and potential quantum adversaries, thereby reinforcing its
theoretical cryptographic security.

5.2. Differential cryptanalysis. In this section, to
demonstrate the enhanced security of the proposed
QRE-ChaCha against differential attacks, we conduct
a detailed cryptanalysis of its reduced-round versions

and present the corresponding analysis process and
experimental results. Despite the wide range of available
cryptanalytic techniques, differential analysis remains
one of the most widely adopted methods in symmetric
cipher evaluation. Due to practical limitations such
as computational resources and device constraints, our
differential analysis focuses on the 2-round and 3-round
versions of QRE-ChaCha. Nevertheless, the results are
sufficient to demonstrate that proposed cipher exhibits
improved resistance to differential attacks.

Theoretically, the improved resistance of
QRE-ChaCha against differential cryptanalysis stems
from the probabilistic decorrelation introduced by
intrinsic randomness, which fundamentally alters the
differential propagation model. In classical differential
analysis, an attacker exploits a deterministic dependency
where a fixed input difference Az propagates through
the round function to an output difference Ay with
probability Pr(Az — Ay) > 27",

However, QRE-ChaCha transforms the cipher into
a probabilistic encryption scheme. For any differential
pair of states (z,z*) with difference Az = x @ z*, the
state update injects two statistically independent quantum
random vectors ¢ and ¢*, respectively. The state update
becomes 2/ = z & ¢ and 2* = z* @ ¢*. Consequently,
the effective difference entering the next transformation is
governed by

Ar =2 @ = (2@r") @ (B ") = Ard Ag, (5)

where Aq = ¢ ® ¢* represents the differential quantum
noise. Since ¢ and ¢* are derived from a true random
number generator (TRNG), Aq is uniformly distributed
over the state space. Under the design constraint Ag #
Az, the term Agq acts as a random mask that prevents the
cancellation of the injected entropy.

This introduces a randomization of the differential
input. The probability of observing a specific output
difference Ay is no longer determined by a single
path, but is the convolution of the cipher’s differential
probability profile with the distribution of the quantum

noise:
()Fl)zlii[Ax — Ay] = Z Chl:l’gha[(Aw ®9) = Ay]
se{0,1}w (6)

x Pr[Ag = §].

Here, § represents the realization of the quantum
difference. Because Aq is unpredictable and varies per
execution, the high-probability differential trails where
Prchacna s high for a specific input are essentially
averaged out by the uniform distribution of Aq. This
forces the effective differential probability to decay
exponentially towards the uniform probability 27%,
rendering classical differential distinguishers ineffective.
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To quantitatively evaluate this resistance, we adopt
the theoretical framework proposed by Fu et al. (2016),
which models the differential characteristics and linear
approximations of modular addition operations in ARX
ciphers using linear inequalities under the assumptions of
independently distributed inputs and independent rounds

Based on this framework, we utilize the Boolean
satisfiability problem (SAT)-based automated search
method to explore optimal differential characteristics
for the reduced-round versions of QRE-ChaCha. The
specific differential model and testing tool used are
based on the open-source CryptoSMT project developed
by Kolbl (n.d.). In addition, to obtain the quantum
random numbers required for the experiments, we utilized
the API provided by the ETH ZURICH QRNG. It is
worth noting that, while the specific access link for this
service has become inactive as of the time of writing,
the experimental data derived from it remains valid.
For reproducibility purposes, researchers may utilize
other publicly available quantum randomness services
that operate on comparable physical principles, such
as the ANU QRNG (ANU, 2011) or Cisco Outshift
QRNG (Cisco, 2024). It is important to emphasize that
these online sources are used here solely for conceptual
and theoretical validation. In a practical, high-security
deployment, the system would not rely on public APIs
but would instead integrate a dedicated, on-premise
hardware quantum random number generator to ensure
both confidentiality and high-throughput generation.

In order to analyze the specific contribution
of quantum random numbers to the security of
QRE-ChaCha, we selected 10 independently generated
pairs of quantum random numbers and computed the
differential values between each pair. These differentials
were used as fixed constraints in the automated differential
search process. Based on this setup, we determined the
optimal differential trails and corresponding differential
probabilities after two and three rounds of iteration.
The upper bounds of the differential probabilities are
illustrated in Fig. 3. The upper bound of the 2-round
differential probability remains stable at approximately
2~4, while the 3-round differential probability fluctuates
between 2724 and 2753, Furthermore, we computed the
average over the 10 sets to obtain representative results,
with the 2-round average upper bound at approximately
2~% and the 3-round counterpart at around 2~ 2°.

Based on the final search results and subsequent
averaging, as shown in Table the 2-round average
upper bound on the differential trail probability for the
QRE-ChaCha is approximately 2%, while that of the
3-round case is approximately 2725, Therefore, the
number of effective differential trails (with p > 27°12)
does not exceed 3x20 + 2x3 = 66 rounds. The upper
bound on the 20-round differential trail probability is
approximately 2714, Under the same testing conditions
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Fig. 3. Differential probabilities of 2-round and 3-round QRE-
ChaCha (10 sets).

Table 2. Average differential probabilities of QRE-ChaCha and

ChaCha.
Algorithm | Rounds log, p
2 —4
QRE-ChaCha 3 _95
2 -2
ChaCha 3 192

and methodology, the 2-round differential trail probability
upper bound for the original ChaCha is 272, and for
3 rounds it is 2712, Accordingly, the number of
effective differential trails (p > 27°'2) for ChaCha
does not exceed 3x42 + 2x4 = 134 rounds, and
the upper bound on the 20-round probability is 2774
Hence, under the analysis framework adopted in this
work, QRE-ChaCha demonstrates significantly stronger
resistance against differential cryptanalysis compared to
the original ChaCha.

6. Statistical randomness testing

To further validate the quality of QRE-ChaCha’s
output, we comprehensively evaluate the randomness
characteristics using the NIST Statistical Test Suite and
the Chinese cryptographic randomness test standard in
this section. Specifically, the tests are performed using
NIST SP 800-22 Rev. 1 (Rukhin et al., 2010), and the
open-source randomness toolkit project (Trisia, 2022).
The NIST Statistical Test Suite is a widely
adopted standard consisting of 15 tests designed to
assess the randomness of binary sequences generated
by hardware- or software-based cryptographic random
or pseudorandom number generators. The Chinese
cryptographic randomness test conforms to the national
standard GM/T 0005-2021: Specification for Randomness
Testing (CISTC, 2021), which also includes 15 tests.
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Among them, 11 are consistent with those in the NIST
suite, including the frequency test, block frequency
test, runs test, longest run of ones in a block test,
binary matrix rank test, discrete Fourier transform test,
Maurer’s universal statistical test, linear complexity
test, overlapping template matching test, approximate
entropy test, and cumulative sums test.  Although
the same tests are used, the two suites may differ
slightly in implementation details. In addition, the
Chinese standard includes four specialized test items:
the poker test, run distribution test, binary derivation
test, and autocorrelation test.  Together, these two
test suites ensure that the generated random number
sequences exhibit strong statistical randomness, thereby
meeting the requirements of cryptographic and other
randomness-dependent applications.  The test results
demonstrate that QRE-ChaCha introduces no flaws in
the randomness of its keystream. The overall testing
procedure adopted in this work is summarized as follows:

e The test is based on the 8-round version of
QRE-ChaCha, which is the minimum number of
rounds permitted under our evaluation criteria. Using
randomly generated seed keys, we encrypt identical
plaintexts with QRE-ChaCha8 to produce 10,000
keystream sequences, each with a length of 10° bits.

e These 10,000 keystream sequences are subjected
to both the NIST Statistical Test Suite and the
Chinese National Cryptographic Randomness Test
Suite. During testing, all parameters recommended
by the NIST and the Chinese standard are adopted.
The significance level for both tests is set to 0.01
and the uniformity significance level to 0.0001.
To address the necessity of a baseline comparison,
we performed the exact same tests on ChaCha8.
The results are analyzed to determine whether
the keystreams generated by QRE-ChaCha exhibit
statistically strong randomness. The comparative test
results from both suites are summarized in Tables 3]

and[]

To constrain the file size during testing, only 1,000
keystream sequences, each with a length of 10° bits,
were used for the NIST randomness evaluation. Table 3]
presents selected results.  For the Non-overlapping
Template test, only the result corresponding to the
template with the minimum number of samples passing
the significance level is shown. Results from the Random
Excursions and Random Excursions Variant tests are
omitted due to the large number of sub-tests, but the
keystreams successfully passed all items within these two
test categories.

As presented in Tables Bl and  both ChaCha8 and
QRE-ChaCha8 successfully pass all test items with high
P-values. Statistically, the output distributions of both

algorithms are indistinguishable from a uniform random
source. This result confirms that the integration of
quantum random numbers via XOR injection preserves
the excellent statistical properties of the original ChaCha
cipher without introducing any bias or structural flaws.

However, it is worth noting that statistical test suites
operate on the generated bit strings and can only evaluate
observed randomness. They cannot distinguish between
a deterministic PRNG and a true quantum source. The
fact that the P-values are similar does not imply that
the security levels are identical. The true advantage of
QRE-ChaCha lies in its intrinsic randomness, which is
verified by the physical generation process of the QRNG,
as discussed in Sections [ and While the original
ChaCha’s output is computationally determined by its
seed and thus vulnerable if the seed is compromised, the
QRE-ChaCha stream contains entropy that is theoretically
unpredictable due to the laws of quantum physics.
Therefore, the similar test results serve to validate
the robustness of our modification, while the security
enhancement is derived from the unpredictable nature of
the quantum source itself.

7. Performance evaluation

In this section, to quantify the computational efficiency
of QRE-ChaCha, we measure its performance by timing
the encryption of fixed-size files. The testing environment
is configured as follows: an AMD Ryzen 7 5700U
processor with Radeon Graphics, clocked at 1.80 GHz,
running a 64-bit Windows 10 Enterprise Edition (version
22H2), with 16 GB of RAM in an x64 architecture. The
encryption and decryption operations were implemented
at the software level using the C programming language.

In the performance evaluation, we used the 8-round
versions of both QRE-ChaCha and ChaCha for encryption
and decryption comparison tests, with the 20-round
version of ChaCha included as a reference. For each
cipher, randomly generated seed keys were used to
encrypt the same files of sizes 10 MB, 20 MB, 30
MB, 40 MB, and 50 MB. Each file size was tested five
times, and the average encryption time was taken as the
final performance metric. The results are summarized
in Table Based on the performance test results, the
encryption time of QRE-ChaCha8 is almost identical to
that of ChaCha8.

It is worth noting that the performance evaluation
presented in this work does not account for the time
required to generate quantum random numbers. This is
because modern QRNGs are capable of delivering secure
random numbers at rates exceeding 20 Gbps (Bertapelle
et al., 2025; Bian et al., 2025), which can be pre-stored
in the memory module of local devices or online
servers, rendering their impact on overall encryption time
negligible. Therefore, the performance tests conducted
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Table 3. NIST randomness test results of the QRE-ChaCha8 and ChaCha8 keystreams (1,000 sets).

. QRE-ChaCha8 ChaCha8
NIST test item Pass count ~ P-value | Passcount P-value Result
Frequency 982 0.187581 988 0.467322 | Pass
Block Frequency 988 0.751866 993 0.388990 | Pass
Cumulative Sums 983 0.435430 988 0.353733 | Pass
Runs 994 0.062821 990 0.781106 | Pass
Longest Run of Ones 984 0.747898 989 0.664168 | Pass
Rank 990 0.784927 991 0.763677 | Pass
FFT 986 0.803720 987 0.281232 | Pass
Non-overlapping Template 982 0.940080 980 0.989055 | Pass
Overlapping Template 990 0.117432 991 0.286836 | Pass
Universal Statistical 990 0.012829 989 0.236810 | Pass
Approximate Entropy 990 0.345650 992 0.408275 | Pass
Serial 992 0.899171 986 0.383827 | Pass
Linear Complexity 987 0.115387 986 0.794391 | Pass

in this work focus solely on the algorithmic structure.
The results demonstrate that the integration of quantum
randomness does not degrade the encryption or decryption
efficiency of QRE-ChaCha.  On the contrary, the
algorithm retains the high performance of ChaCha while
achieving an improvement in security.

8. Conclusion

We proposed an innovative stream cipher, QRE-ChaCha,
which enhances the security of the classical ChaCha
cipher by introducing quantum random numbers. The
core enhancement was achieved through a two-stage
process. Firstly, quantum random numbers were
XORed into the initial constant block. This operation
injects intrinsic entropy into the state initialization,
effectively preventing the nonce reuse vulnerability
caused by deterministic PRNG failures in classical
systems. Secondly, during each odd-numbered round,
the first 128 bits of the intermediate state were further
strengthened with additional quantum random numbers,
also via XOR. These periodic injections, combined with
the strong diffusion properties of the round function,
ensure that the true randomness from the quantum source
permeates the entire state matrix, thereby improving the
cipher’s overall cryptographic security.

In terms of security analysis, this work first
examined the theoretical security advantages of
QRE-ChaCha by analyzing the physical principles
of quantum random number generation and attack
resilience. Subsequently, differential cryptanalysis
was performed using an SAT-based automated search
approach. Compared with the original ChaCha cipher,
QRE-ChaCha demonstrates significantly enhanced
resistance to differential attacks. Specifically, the upper
bounds of the average differential trail probabilities for

two and three rounds of QRE-ChaCha are 2~ and 2725,
respectively, whereas those of the original ChaCha are
272 and 2712, For 20 rounds, QRE-ChaCha achieves an
upper bound of 27194, considerably lower than the 274
bound observed in ChaCha.

Regarding keystream randomness, we evaluated
QRE-ChaCha using both the NIST Statistical Test Suite
and the GM/T 0005-2021 standard. Comparative testing
shows that QRE-ChaCha successfully passes all tests
just as the original ChaCha does. This result confirms
that, while QRE-ChaCha maintains the excellent observed
randomness of the original cipher, it provides superior
intrinsic randomness and forward security derived from
the physical quantum source, a property that classical
algorithms cannot theoretically achieve.

For performance evaluation, this work measured
the encryption speed of QRE-ChaCha on input files
of varying sizes to assess its overall encryption and
decryption efficiency. Experimental results indicated
that QRE-ChaCha maintains high performance.
Specifically, the encryption time of QRE-ChaCha8
is nearly identical to that of ChaCha8, suggesting that
the integration of quantum random numbers introduces
no noticeable performance overhead. This observation
holds consistently across encryption tasks involving files
ranging from 10 MB to 50 MB in size.

In summary, the proposed QRE-ChaCha cipher
preserves the high performance of the original ChaCha
while significantly enhancing its security through
the integration of quantum random numbers. The
improvements are evident in both the cipher’s resistance
to differential attacks and the high randomness quality of
its keystream. Performance evaluations further confirm
the cipher’s practical viability. Moreover, QRE-ChaCha
can also be regarded as a quantum randomness expansion
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Table 4. GM/T 0005-2021 randomness test results of QRE-ChaCha8 and ChaCha8 keystreams (10,000 sets).

GM/T 0005-2021 test item QRE-ChaCha8 ChaCha8 Result
Pass count ~ P-value | Passcount P-value
Single Bit Frequency 9884 0.862398 9892 0.438383 | Pass
Block Frequency (m = 10000) 9902 0.969009 9898 0.588514 | Pass
Poker Test (m = 4) 9889 0.469806 9892 0.636911 | Pass
Poker Test (m = 8) 9910 0.362434 9899 0.601351 | Pass
Overlapping Template (m = 3, P1) 9890 0.978538 9897 0.768750 | Pass
Overlapping Template (m = 3, P2) 9901 0.211848 9897 0.127393 | Pass
Overlapping Template (m = 5, P1) 9918 0.610070 9906 0.279706 | Pass
Overlapping Template (m = 5, P2) 9915 0.906880 9913 0.225644 | Pass
Total Runs 9915 0.113239 9907 0.401375 | Pass
Run Distribution 9900 0.399442 9888 0.645657 | Pass
Max Run of 1s (m = 10000) 9900 0.386748 9873 0.044797 | Pass
Max Run of Os (m = 10000) 9902 0.650860 9898 0.140054 | Pass
Binary Derivation (k = 3) 9905 0.699313 9897 0.090826 | Pass
Binary Derivation (k = 7) 9889 0.669151 9907 0.633579 | Pass
Autocorrelation (d = 1) 9915 0.073281 9907 0.390374 | Pass
Autocorrelation (d = 2) 9898 0.187378 9895 0.714252 | Pass
Autocorrelation (d = 8) 9902 0.128354 9896 0.762307 | Pass
Autocorrelation (d = 16) 9893 0.846168 9898 0.456314 | Pass
Matrix Rank 9902 0.008056 9884 0.040318 | Pass
Cumulative Sums (Forward) 9885 0.394370 9897 0.135487 | Pass
Cumulative Sums (Backward) 9889 0.447116 9896 0.640035 | Pass
Approximate Entropy (m = 2) 9890 0.981469 9897 0.802608 | Pass
Approximate Entropy (m = 5) 9915 0.216485 9902 0.981258 | Pass
Linear Complexity (m = 500) 9882 0.526907 9878 0.878465 | Pass
Linear Complexity (m = 1000) 9887 0.155238 9896 0.586861 | Pass
Maurer Universal (L = 7, Q = 1280) 9892 0.621922 9874 0.017151 | Pass
DFT (m = 500) 9892 0.294959 9890 0.331564 | Pass
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